Microsoft 365 App Registration

This manual is designed to help you and your team understand the process of
registering and configuring the Microsoft 365 app required for OnelLaw integration.
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Overview

This guide explains how to register the OnelLaw Integration application in Microsoft Entra ID and configure
the required Microsoft Graph permissions.

You will need to provide the following to the OnelLaw Systems Administrator:

e Application (client) ID
e Directory (tenant) ID

Prerequisites

e Global Administrator or Application Administrator access to Microsoft Entra ID
e  Access to https://portal.azure.com

Step 1: Open App Registrations

e Login to https://portal.azure.com.
e Open Microsoft Entra ID.
o Select App registrations.
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Add or remove favorites by pressing Cmd +Shift+F

e Click New registration.
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Step 2: Register the Application

On the Register an application screen:

e Name: Onelaw SharePoint Integration (or similar)
e Supported account types: Accounts in this organizational directory only (Single tenant)
o Redirect URI: Leave blank

Click Register.

Home OneLaw Demo Account | App registrations

Register an application X

* Name

The user-facing display name for this application (this can be changed later).

Onelaw SharePoint Integration v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (OneLaw Demo Account only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform v ‘ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !
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Step 3: Record the Application and Tenant IDs

On the Overview page, copy the following:

e Application (client) ID
o Directory (tenant) ID

These values must be entered into OneLaw when enabling Microsoft 365 Integration.

Home OnelLaw Demo Account | App registrations

=2z OneLaw SharePoint Integration =
iy

I/O Search I RS [fﬂ Delete @ Endpoints Preview features

HH i : o

I K> Overview 0 Got a second? We would love your feedback on Microsoft identity platform (prev
&4 Quickstart

7" Integration assistant \ Essentials

< Diagnose and solve problems

Display name : Onelaw SharePoint Integration
> Manage I Application (client) ID : daa2al6a- I
> Support + Troubleshooting Object ID : 98a8ad4d-
| Directory (tenant) ID : 10085146 |

Supported account types : My organization only.

Remain on this application page for the next steps.
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Step 4: Add Microsoft Graph API Permissions

e Select API permissions from the left menu.
o C(Click Add a permission.

Home OnelLaw Demo Account | A
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> Support + Troubleshooting

e Select Microsoft Graph.
e Choose Delegated permissions.
e Inthe search field, type: files
e Expand the Files section.
e Select:
o Files.Read
o Files.Read.All
e Click Add permissions.
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Request API permissions

2 Externalltem
> ExternalUserProfile

> Family

NV Files (2)

FilesRead
Read user files

a

Files.Read.All O
Read all files that user can access

a

Files.Read.Selected
Read files that the user selects (preview)

Files.ReadWrite (O
Have full access to user files

Files.ReadWrite All (D
Have full access to all files user can access

Files.ReadWrite.AppFolder (O
Have full access to the application's folder (preview)

Files.ReadWrite Selected OO

Read and write files that the user selects (preview)

Files.SelectedOperations.Selected
Access selected Files, on behalf of the signed-in user

o 00000

Add permissions
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Step 5: Configure Authentication

e Select Authentication (Preview) from the left menu.

Home OnelLaw Demo Account | A

_:)) OneLaw SharePoin

|)’J Search ’ ¢ K

i Overview
&5 Quickstart
#" Integration assistant
/< Diagnose and solve problems
Vv Manage
7 Branding & properties
5) Authentication (Preview)
Certificates & secrets
{1 Token configuration
-2~ API permissions
& Expose an AP|
#2 App roles
48 Owners
4. Roles and administrators
il Manifest

> Support + Troubleshooting

e Click Add a Redirect URI.
e Select Mobile and desktop applications.

Select a platform to add redirect URI X

To understand which platform you should select, please learn more.

Web applications

Web E Single-page application
Build, host, and deploy a web server Configure browser client applications
application. .NET, Java, Python and progressive web applications.
Javascript.
Select — Select —

Mobile and desktop applications

e i0S / mac0s |ﬁ| Android

Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

Select — Select —

@ Mobile and desktop
applications

Windows, UWP, Console, [oT &
Limited-entry Devices, Classic iOS +
Android

Select —

Cancel
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e In Redirect URI, enter:

http://localhost
e Click Configure.

Add Redirect URI X

Mobile and desktop applications platform

& All platforms % Quickstart Docs
Redirect URI

D https://login.microsoftonline.com/comman/oauth2/nativeclient
|:| https://login.live.com/ocauth20_desktop.srf (LiveSDK)

|:| msaldaa2a16a-5ef0-4bd7-ab52-7¢3ab4520611://auth (MSAL only)

‘ http://localhost e
I

e C(Click Save.
You should now see:

Platform type: Mobile and desktop applications
Redirect URI: http://localhost

Result

The Onelaw Integration app registration is now configured with:

e  Microsoft Graph delegated permissions:
o Files.Read
o Files.Read.All

e Redirect URI: http://localhost

e Application (client) ID

e Directory (tenant) ID

Provide the Application (client) ID and Directory (tenant) ID to the OnelLaw Systems Administrator.
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